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t. The most popular publi
 key 
ryptosystems rely on assumptions from al-gebrai
 number theory, e.g., the diÆ
ulty of fa
torisation or the dis
rete logarithm. Theset of problems on whi
h se
ure publi
 key systems 
an be based is therefore very small:e.g., a breakthrough in fa
torisation would make RSA inse
ure and hen
e a�e
t our digi-tal e
onomy quite dramati
ally. This would be the 
ase if quantum-
omputer with a largenumber of qbits were available. Therefore, a wider range of 
andidate hard problems isneeded.In 1996, Patarin proposed the \Hidden Field Equations" (HFE) as a base for publi
key 
ryptosystems. In a nutshell, they use polynomials over �nite �elds of di�erent size todisguise the relationship between the private key and the publi
 key. In these systems, thepubli
 key 
onsists of multivariate polynomials over �nite �elds with up to 256 elementsfor pra
ti
al implementations. Over �nite �elds, solving these equations has been shownto be an NP -
omplete problem. In addition, empiri
al results show that this problem isalso hard on average, i.e., it 
an be used for a se
ure publi
 key signature or en
ryptions
heme.In this arti
le, we outline HFE, and its the variations HFE-, HFEv. Moreover, wedes
ribe the signature s
heme Quartz, whi
h is based on Hidden Field Equations. Inaddition, we des
ribe the most re
ent atta
ks against HFE and sket
h two versions ofQuartz whi
h are immune against these atta
ks.1



Christopher Wolf and Bart Preneel1 INTRODUCTION1.1 General pi
turePubli
 key 
ryptography is used in e-
ommer
e systems for authenti
ation (ele
troni
signatures) and se
ure 
ommuni
ation (en
ryption). In 
ontrast to se
ret key 
ryptog-raphy, publi
 key 
ryptography has advantages in terms of key distribution. Moreover,signature s
hemes 
an not be obtained by se
ret key s
hemes. The se
urity of using 
ur-rent publi
 key 
ryptography for en
ryption 
entres on the diÆ
ulty of solving 
ertain
lasses of problem. The RSA s
heme relies on the diÆ
ulty of fa
toring very large num-bers, while the diÆ
ulty of solving dis
rete logarithms provide the basis for the ElGamaland Ellipti
 Curve s
hemes [1℄. Given that the se
urity of these publi
 key s
hemes relyon su
h a small number of problems that are 
urrently 
onsidered hard, resear
h on news
hemes that are based on other 
lasses of problems is worthwhile. Su
h work providesa greater diversity that for
es 
ryptanalysts to expend additional e�ort by 
on
entratingon a 
ompletely new type of problem.In addition, important results on the potential weaknesses of existing publi
 key s
hemesare emerging. Te
hniques for fa
torisation and solving dis
rete logarithm 
ontinually im-prove. Polynomial time quantum algorithms 
an be used to solve both problems [2℄;fortunately, quantum 
omputers with more than 7 bits are not yet available and it seemsunlikely that quantum 
omputers with 100 bits will be available within the next 10{15 years Nevertheless, this stresses the importan
e of resear
h into new algorithms forasymmetri
 en
ryption and signature s
hemes.1.2 Alternative S
hemesIn 1996, Patarin proposed the use of a spe
ial 
lass of polynomials over �nite �elds forpubli
 key 
ryptography 
alled \Hidden Field Equations" (HFE) [3℄. The s
heme supportsboth en
ryption and digital signatures; its se
urity is related to the diÆ
ulty of solvinga random system of multivariate quadrati
 equations over �nite �elds. This problem isknown to be NP-
omplete (
f [4, p. 251℄ and [5, App.℄ for a detailed proof). The HFEs
heme generalises and improves the Matsumoto-Imai-system [6℄ whi
h was broken byPatarin [7℄.In parti
ular, Hidden Field Equations have been used to 
onstru
t digital signatures
hemes, e.g., Quartz [8℄ and S
ash [9℄. S
ash has been developed to suit the smart-
ard environment; it is a modi�ed and se
ured version of the Matsumoto-Imai-system. Inthis paper, we 
on
entrate on its sister-s
heme Quartz, whi
h is based on Hidden FieldEquations. In 
ontrast to other s
hemes, Quartz allows very short signatures, namely only128 bit (RSA: 1024{2048 bit). The main drawba
k of Quartz is the size of its publi
 key:71 kB, whi
h is rather high (RSA: 1024{2048 bit). But due to its very short signaturesize, it is still of high interest for appli
ations with only limited bandwidth for signaturetransfer. By the 
onstru
tion of Quartz, its signatures are se
ure against birthday atta
ks.Moreover, 
he
king the validity of a given signature is very fast. In parti
ular, no 
rypto-2
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opro
essor is required, even for 8-bit CPUs.Until re
ently, signature s
hemes based on HFE were believed to be se
ure. The atta
kof Faug�ere and Joux | using Gr�obner bases (
f [10℄ and Se
t. 4) | raised serious doubts.On the other hand, HFE o�er many variations whi
h make it possible to 
ounter atta
ks(
f Se
t. 2.2). In parti
ular, at present it seems possible to vary Quartz in a way that theatta
k of Faug�ere and Joux no longer applies. However, more resear
h is needed in thisarea to obtain se
ure s
hemes based on Hidden Field Equations.1.3 OutlineThis paper is organised as follows: �rst, we give an introdu
tion to Hidden FieldEquations (Se
t. 2). In Se
t. 3 we outline the signature s
heme Quartz. An overview ofre
ent atta
ks against HFE and possible 
ountermeasures is presented in Se
t. 4. Thispaper 
on
ludes with Se
t. 5.2 HIDDEN FIELD EQUATIONSHFE is based on polynomials over �nite �elds and extension �elds. The general idea isto use a polynomial over an extension �eld as a private key and a ve
tor of polynomialsover the underlying �nite �eld as publi
 key. HFE also uses private aÆne transformationsto hide the extension �eld and the private polynomial. This way HFE provides a trapdoorfor an MQ-problem (system of Multivariate Quadrati
 equations).2.1 Mathemati
al Ba
kgroundFig. 1 gives an outline of the stru
ture of HFE. S and T represent two aÆne transfor-mations and P is the private polynomial. Hen
e, the private key is represented by thetriple (S; P; T ).The polynomials (p1; : : : ; pn) are the publi
 key. These publi
 polynomials as wellas the private aÆne transformations S and T are over F, a �nite �eld with 
ardinalityq := jFj. The private polynomial P is de�ned over E , an extension �eld of F generatedby the irredu
ible polynomial i(x) of degree n.2.1.1 En
ryption and De
ryption of Messages using the Private KeyThe private polynomial P (with degree d) over E is an element of E [x℄. To keep thepubli
 polynomials small, the private polynomial P must have the property that its termsare at most quadrati
 over F. In the 
ase of E = GF(2n) this means that the powers have
3



Christopher Wolf and Bart Preneelinput x?x = (x1; : : : ; xn)?private: Sx0?private: Py0?private: Toutput y �
publi
:(p1; : : : ; pn)

Fig. 1: MQ-trapdoor (S; P; T ) in HFEHamming weight at most 2. In symbols:P : E ! EP (x) = X 
ixhi;where
i 2 E ; hi � d; hi 6= hj 8i 6= j;hi = 8>>>><>>>>: 0; (
onstant term)qa; a 2 N0(linear fa
tors)qb + q
; b; 
 2 N0(quadrati
 fa
tors)Sin
e the aÆne transformations S and T are over F it is ne
essary to transfer the messageM from E to Fn in order to en
rypt it (
f Fig. 2). This is done by regarding M as ave
tor (x1; : : : ; xn) 2 Fn . Thus we no longer think about the extension �eld as a �eldbut as an n-dimensional ve
tor-spa
e over F with the rows of the identity matrix I asbasis of Fn . To en
rypt (x1; : : : ; xn) we �rst apply S, resulting in x0. At this point x0 istransferred from Fn to E so we 
an apply the private polynomial P whi
h is over E . Theresult is denoted as y0 2 E . On
e again, y0 is transferred to the ve
tor (y01; : : : ; y0n), thetransformation T is applied and the �nal output y 2 E is produ
ed from (y1; : : : ; yn) 2 Fn .To de
rypt y, the above steps are done in reverse order. This is possible if the privatekey (S; P; T ) is known. The 
ru
ial step in the de
iphering is not the inversion of S and T ,but rather the 
omputation of the solutions of P (x0) = y0. As P has degree d there are upto d di�erent solutions X 0 := fx01; : : : ; x0dg 2 E for this equation. Addition of redundan
yto the message M provides an error-
orre
ting e�e
t that makes it possible to sele
t theright M from the set of solutions X 0. This redundan
y is added at the �rst step (see4



Christopher Wolf and Bart Preneelplaintext M? side 
omputation: redundan
y rx = (x1; : : : ; xn)?private: S x0?private: P y0?private: T y �
publi
:(p1; : : : ; pn)

Fig. 2: HFE for en
ryption of the message M with 
iphertext (y; r)Fig. 2). Daum provides an estimation of the length of this redundan
y [11℄.Another way of 
ir
umventing this problem would be to take the polynomialP bije
tive.Unfortunately, Patarin showed that all possible bije
tions (e.g., Di
kerson polynomials,Dobbertin polynomials, power fun
tions) lead to very inse
ure s
hemes. We refer to [3,Se
t. 7.3℄ for a detailed dis
ussion of this point.2.1.2 Message SignatureIn addition to en
ryption/de
ryption, HFE 
an also be used for signing a message M .As for de
ryption, we assume that without the trapdoor (S; P; T ) it is 
omputationallynot feasible to obtain a solution (x1; : : : ; xn) for the system of equations8>>><>>>: y1 = p1(x1; : : : ; xn)y2 = p2(x1; : : : ; xn)...yn = pn(x1; : : : ; xn) ;where (p1; : : : ; pn) are quadrati
 polynomials in the variables x1; : : : ; xn. In Fig. 3, wefollow this notation, so the input for signature generation is denoted with y, while theoutput is 
alled x. In addition, the message M 
onsists of m elements from F, i.e.,(m1; : : :mm) 2 Fm . The ve
tor (r1; : : : ; rf) 2R Ff is randomly 
hosen (see below).If one knows the private key k = (S; P; T ), the problem of �nding a solution x for giveny, redu
es to �nd a solution to the equation P (x0) = y0 where the polynomial P 2 E [x℄has degree d. This is feasible. Unfortunately for HFE, P (x0) is usually not a surje
tionand therefore 9y0 : P (x0) 6= y0 8x0 2 E . Keeping this in mind, we 
annot �nd a solution(x1; : : : ; xn) for ea
h MQ-problem with a HFE trapdoor. So from a pra
ti
al point of5



Christopher Wolf and Bart Preneelinput y = (m1; : : : ; mt) jj (r1; : : : ; rf)private: T ?y0private: P ?x0private: S ?signature x
6publi
p1...pt 6dis
ardedpt+1...pt+f

Fig. 3: Signature with MQ, using the HFE trapdoorview, if we do not su

eed in �nding a solution x0 for a 
ertain y0 in P (x0) = y0, we haveto try another y0 until we obtain a result x0. In HFE, the number of y0-values we haveto try is small [3℄. For a spe
ial system su
h as Quartz (see Se
t. 3), we expe
t to �nd asolution for one given y0 with probability 1 � 1e , i.e., approx. 60%. However, as Quartztries up to 128 di�erent values for y0 for a given message, the overall probability for not�nding any solution drops to approx. 2�185 and is therefore negligible [8, p. 9℄.For signature generation, we assume that the message m 2 Ft and n = t + f .Here, f 2 N is the number of free input variables for the MQ-problem. So y =(m1; : : : ; mt)jj(r1; : : : ; rf) where �jj� denotes the 
on
atenation fun
tion and (r1; : : : ; rf) 2RFf is 
hosen uniformly at random. The parameter f has to be sele
ted a

ording to the�eld size of F. As the parameters in the Quartz s
heme are F = GF(2), and f = 7, thereare 27 = 128 di�erent y-values for ea
h given message M . In general, we have qf di�erenty0-values for a given message M . If we 
an solve the 
orresponding P (x0) = y0 for one ofthese qf di�erent y-values, we publish the 
orresponding x = S�1(x0) as the signature ofM . See Fig. 3 for the overall stru
ture of a signature s
heme.Anybody who wants to verify that the message m = (m1; : : : ; mt) was signed by theowner of the private key K = (S; P; T ) with x = (x1; : : : ; xn), uses the publi
 key, that is,k = (p1; : : : ; pt) and 
ompares (denoted ?=):m1 ?= p1(x1; : : : ; xn)m2 ?= p2(x1; : : : ; xn)...mt ?= pt(x1; : : : ; xn) :If all m equations are satis�ed, the signature is valid. Otherwise, it is not. Note that onlym of the m = n � f publi
 equations are ne
essary to verify a signature, the equationspm+1; : : : ; pm+f are not used. Therefore in a signature s
heme, only m equations will be6
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an be dis
arded. First, this will lead to a shorter publi
 key.Se
ond, as we will see in Se
t. 2.2, this is also expe
ted to improve the se
urity of HFE.2.1.3 Publi
 Key: Generation and En
ryptionAfter explaining the overall stru
ture of HFE in the previous se
tion, we move onto publi
 key generation. We des
ribe the te
hnique from Matsumoto-Imai [6℄ 
alled\polynomial-interpolation". In [12℄, Wolf des
ribes a faster way of generating the publi
key 
alled \base-transformation". Due to spa
e limitations in this paper, we only des
ribe\polynomial-interpolation".We begin with a des
ription of polynomial interpolation for �elds F 6= GF(2). The keygeneration for F = GF(2) is slightly di�erent, we deal with this 
ase later in this se
tion.For HFE, we want to obtain polynomials over F as the publi
 key whi
h have the formpi(x1; : : : ; xn) = X1�j�k�n
i;j;kxjxk + X1�j�n�i;jxj + �i ;for 1 � i � m and �i; �i;j; 
i;j;k 2 F (
onstant, linear, and quadrati
 terms). To 
omputethese polynomials pi, we use polynomial interpolation, i.e., we need the output of thesepolynomials for several inputs. To do so, we exploit that the private key K = (S; P; T )yields the same values as the publi
 key. Therefore, we evaluate the fun
tion T (P (S(x)))for several values of x:� �0 2 Fn is the 0 ve
tor;� �j 2 Fn : 1 � j � n, is a ve
tor with its jth 
oeÆ
ient 1, the others 0;� �j;k 2 Fn : 1 � j < k � n, is a ve
tor with its jth and kth 
oeÆ
ient 1 , the others 0.These 1 + n + n(n� 1)=2 = n(n + 1)=2 + 1 ve
tors yield the required 
oeÆ
ients, as wesee below: T (P (S(�0)))i = �iT (P (S(�j)))i = �i + �i;j + 
i;j;jT (P (S(a�j)))i = �i + a�i;j + a2
i;j;j where a 2 F; a 6= 0; 1T (P (S(�j;k)))i = �i + �i;j + �i;k + 
i;j;j + 
i;k;k + 
i;j;k :The values for �i; �i;j; 
i;j;k are obtained by�i := T (P (S(�0)))i
i;j;j := 1a(a� 1)[(T (P (S(a�j)))i � aT (P (S(�j)))i + (1� a)�i℄�i;j := (T (P (S(�j)))i � 
i;j;j � �i
i;j;k := (T (P (S(�j;k)))i � 
i;j;j � 
i;k;k � �i;j � �i;k + �i :7



Christopher Wolf and Bart PreneelThis yields the publi
 polynomials pi(x1; : : : ; xn) for 1 � i � m in the 
ase F 6= GF(2).To adapt the algorithm to F = GF(2), we observe that x2 = x over GF(2), i.e., allsquares in only one variable be
ome linear fa
tors instead. Therefore, we 
an skip allterms with 
i;j;j, i.e., all quadrati
 terms in x2j for 1 � j � n. Moreover, we do not haveto evaluate T (P (S(a�j)))i for a 6= 0; 1 as we do not have to distinguish between quadrati
and linear terms in xi.2.2 VariationsIn the previous se
tion, we noted how HFE 
an be used for the en
ryption of messagesand for signature generation. We now move on to the des
ription of two importantvariations of HFE, namely HFE- and HFEv.2.2.1 HFE-: Hiding Publi
 EquationsEspe
ially for signature s
hemes, an obvious 
hange is to keep 1 < f < n polynomialspn�f+1; : : : ; pn of the publi
 key se
ret. As we dis
ussed in Se
t. 2.1.2, this is a ne
essity ifthe private polynomial P is not a surje
tion. However, even if the private polynomial Pis a bije
tion, this might be a good idea as it keeps parts of the stru
ture of the privatekey se
ret.As for a signature s
heme, keeping some polynomials pn�f+1; : : : ; pn se
ret, is alsoexpe
ted to enhan
e the overall se
urity of an en
ryption s
heme. However, the numberof equations removed 
an not be too high in this 
ase. Indeed: keeping one equationpn se
ret e�e
tively means to take log2 q bits of information out of M 0 := HFE(M). Torestore these missing log2 q bits, it is ne
essary to try all q possibilities for the en
ryptedmessages M 01; : : : ;M 0q until the 
orre
t one is found. As the equation P (x) = y has up tod solutions (see Se
t. 2.1.1), we need to transmit some redundan
y r anyway. However,to additionally 
ompensate the loss of log2 q bits of information, we will need to transmitmore redundan
y r. In addition, we need to solve up to q times the equation P (x) = y fordi�erent values of y. As this is the most time 
onsuming operation in HFE, it slows downthe de
ryption pro
ess signi�
antly. In general, by keeping f equations se
ret, we looselog2 qf bits of information and have to try up to qf di�erent possible en
rypted messagesM 01; : : : ;M 0qf , so we expe
t de
ryption to be O(qf) times slower. However, in terms of anatta
k, this modi�
ation is very diÆ
ult to over
ome as we will see in Se
t. 42.2.2 HFEv: Adding Vinegar VariablesWhile HFE- 
hanges the publi
 key, adding vinegar variables, i.e., HFEv, 
hanges thestru
ture of the private polynomial P . Instead of using one private polynomial P , thismodi�
ation allows qv many private polynomials P1; : : : ; Pqv where v 2 N denotes thenumber of vinegar variables z1; : : : ; zv. As the private key should still be expressible interms of at most quadrati
 polynomials p1; : : : ; pn, there is a restri
tion on the way these8



Christopher Wolf and Bart Preneelqv many private polynomials are obtained. In essen
e, the quadrati
 
oeÆ
ients (i.e.,
oeÆ
ients with a power of the form qa+ qb for some a; b 2 N) have to be the same for allthese polynomials, while the linear 
oeÆ
ients depend on these vinegar variables z1; : : : ; zvin an aÆne way, and the 
onstant term depends on them in an at most quadrati
 way. Insymbols:P(z1;:::;zv)(x) := X0�i;j�dqi+qj�d ai;jxqi+qj + X0�k�dqk�d bk(z1; : : : ; zv)xqk + 
(z1; : : : ; zv)for ai;j 2 E ;bk(z1; : : : ; zv) are aÆne in (z1; : : : ; zv), and
(z1; : : : ; zv) is at most quadrati
 in (z1; : : : ; zv)For a signature s
heme, HFEv 
an be implemented very easily. The vinegar variables(z1; : : : ; zv) 2R Fv are initialised with random values. After this step, there is only oneprivate polynomial P , so the rest of the algorithm keeps un
hanged. For an en
ryptions
heme, it is not so easy to introdu
e this v modi�
ation as a priori any of the qv possiblesettings for the vinegar variables is equally likely. As in HFE-, it is ne
essary to 
he
kup to qv di�erent equations P (x) = y | but in this 
ase, not the value of y but thepolynomial itself 
hanges. So for a signature s
heme, it is possible to have many vinegarvariables, while in an en
ryption s
heme, their number must be small.2.2.3 Modi�
ations RevisitedIt follows from this se
tion that HFE is a very 
exible s
heme whi
h allows manymodi�
ations. Due to spa
e limitations in this paper, we were not able to des
ribe allmodi�
ations for HFE known so far, e.g., HFE+, 
oeÆ
ients from a sub-�eld, or morethan one bran
h. They 
an be found in [3℄ (
f [13℄ for a more detailed explanation).Thus HFE 
an be adapted to di�erent appli
ation domains and also rea
t on di�erentatta
ks by slightly 
hanging its overall stru
ture. In the remainder of this se
tion we gobrie
y through these di�erent variations on HFE and determine how useful they are foran en
ryption or a signature s
heme.For a signature s
heme, HFE- and HFEv are 
ertainly very useful as they do not slowdown signature generation and enhan
e the overall se
urity of HFE. In 
ontrast, bothHFE with more bran
hes and HFE using a sub�eld of F for the publi
 key, seem to leadto a less se
ure s
heme. On the other hand, both modi�
ations 
hange HFE in a verydesirable way: the �rst leads to a speed-up for signature generation while the se
ondyields a smaller publi
 key. All in all, 
ombining the v modi�
ation with HFE- 
an beused to 
onstru
t both fast and se
ure digital signature s
hemes (see Se
t. 3).For en
ryption, the situation seems to be worse. Both HFE- and HFEv will lead to arather slow de
ryption pro
ess so neither too many equations 
an be removed (HFE-) nortoo many variables added (HFEv). For other modi�
ations, su
h as HFE+, the situation9
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ase, the de
ryption step takes the same amount of time, however, thepubli
 key has more equations than variables. As solving over-de�ned equations in manyvariables looks sub-exponential (
f [14℄), it seems to be a good idea to have nearly thesame number of equations as variables. A spe
ial 
hoi
e for the private polynomial P ,e.g., a bije
tion, is not se
ure [3, Se
t. 7.3℄. And 
ombining this with HFE- does notyield results either, as we 
annot remove too many equations from an en
ryption s
heme.Having two or more bran
hes for the private polynomial P or using a sub�eld of F seemsto have no spe
ial e�e
t for an en
ryption s
heme, so the same 
aution is ne
essary as fora signature s
heme.3 QUARTZIn Se
t. 2.2, we looked at two important modi�
ations of HFE, namely HFE- andHFEv. In this se
tion, we will see how they 
an be 
ombined to obtain a pra
ti
alsignature s
heme, namely Quartz. It was submitted to NESSIE [15℄ but was not a

epted.The purpose of this se
tion is to des
ribe why it failed.3.1 Histori
al NoteThe design goal of Quartz was not only to withstand all known atta
ks but also tohave good 
han
es to withstand future atta
ks as well. So the parameters in Quartz havebeen 
hosen rather 
onservatively, whi
h results in a rather long signature time, namely10s on average on a Pentium II 500 MHz [8℄. As we know now (Mar
h 2004), the 
hoi
eof parameters was not 
onservative enough. We will dis
uss this point in more detail inSe
t. 4. When not stated otherwise, this se
tion is based on [8℄ and des
ribes the se
ond,reversed version of Quartz. The 
hanges made from the �rst version (
f [16℄) to the se
ondversion of Quartz are not due to se
urity problems. On the one hand, they were made tospeed up the whole algorithm without jeopardising its se
urity. On the other hand, theyallow a se
urity proof for Quartz.3.2 System ParametersAs we see in Table 1, the signature length (128 bits) is 21 bits larger than expe
ted:as the extension �eld E has dimension 103 while 4 vinegar variables are added, we wouldexpe
t a signature length of 107 bits. The reason for this di�eren
e lies in the fa
tthat Quartz uses a so-
alled \Feistel-Patarin-Network" (sometimes also denoted \Patarin-Chained-Constru
tion") to 
ompute the signature. Within this network, the HFE algo-rithm is 
alled four times to 
ompute a signature, i.e., this involves solving the underlyingHFE problem four times. This way, we need to add 4 times 7 bits to the number of publi
equations.
10



Christopher Wolf and Bart PreneelParameter Quartzq = jFj 2n = �i(t) 103transformation S F107 ! F107transformation T F103 ! F103f (equations removed) 3v (vinegar variables) 4m (equations) 100n (variables) 107d (degree) 129Signature Length 128 bitsPrivate Key Size 3 kBPubli
 Key Size 71 kBTable 1: Parameter for Quartz3.3 System Des
riptionTo deal with the di�erent se
urity features of Quartz, we have to look at them and tryto dedu
e if they enhan
e or jeopardise the se
urity of Quartz. First of all, the privatepolynomial P has full 
oeÆ
ients, i.e., it has non-trivial 
oeÆ
ients from E and also allpossible 
oeÆ
ients, i.e., every power whi
h has Hamming weight two or lower. Togetherwith the vinegar variables (denoted z1; : : : ; z4), the private polynomial P of Quartz 
anbe expressed as:P(z1;:::;z4)(x) := X0�i;j�7qi+qj�129 ai;jxqi+qj + X0�k�7qk�129 bk(z1; : : : ; zv)xqk + 
(z1; : : : ; zv)for ai;j 2 E ;bk(z1; : : : ; zv) are aÆne in (z1; : : : ; zv), and
(z1; : : : ; zv) is at most quadrati
 in (z1; : : : ; zv)As the polynomial has all 
oeÆ
ients and the degree is rather high, Quartz withstood atdesign time all known atta
ks up to a 
omplexity level of 280 | this level is requested forsignature algorithms in NESSIE. This is also true if there is no v modi�
ation. In fa
t,the degree is very high as in 2000 a degree of 25{33 was estimated to be high enough.In addition, Quartz is a HFEv rather than a \basi
" HFE s
heme. This modi�
ationis expe
ted to further enhan
e the se
urity of Quartz. Moreover, Quartz is also a HFE-s
heme with 3 equations kept se
ret. As Quartz uses a very general polynomial P and alsothe v modi�
ation, the atta
ks known against basi
 HFE do not apply against Quartz. Soremoving only three equations from the publi
 key seems to be suÆ
ient for Quartz and is11



Christopher Wolf and Bart Preneelexpe
ted to enhan
e its overall se
urity. We 
all the parts of Quartz dis
ussed above the\HFE"-step, i.e., HFE(x) := T (P (S(x))) and its inverse HFE�1(y) := S�1(P�1(T�1(y))).message M ?Pre
omputations? ? ? ?h1 h2 h3 h4Network? ? ? ? ?s := ~s jj g1 jj g2 jj g3 jj g4Fig. 4: Overall Stru
ture of Quartz for Signature Generation3.3.1 Pre
omputations and HFE-stepAlthough the HFE-step itself looks quite se
ure, there is an obvious atta
k using thebirthday paradox: by 
omputing 250 di�erent versions of the message M and by applyingthe publi
 key to 250 di�erent values for x1; : : : ; xn we expe
t to obtain a valid signaturefor one version of the message M as the HFE step alone uses only 100 publi
 equations.This is far less than the 
omplexity level of 280 required in NESSIE. To over
ome thisproblem, Quartz 
ombines four invo
ations of the HFE-step in a so-
alled \Feistel-Patarinnetwork". The key idea of this network is not to store four times a full signature (i.e., asignature of 400 bits in total) but to save only the last signature 
ompletely. In addition, itstores 7 bits for ea
h of the 4 signatures 
omputed. The reason for this lies in the fa
t thatthe HFE-step of Quartz has only 100 bits of input but a 107 bit output. These additional7 bits 
ompensate for this expansion. The overall stru
ture of Quartz is shown in Fig. 4.As we see there, signature generation with Quartz requires a pre
omputation step (seeFig. 5) before applying the network itself (see Fig. 6). The key idea of the pre
omputationstep is to use three 
alls of a 160-bit hash fun
tion (SHA-1 in Quartz, 
f [17℄ for SHA-1)to \expand" a 160-bit hash (denoted m0 in Fig. 5) to four 100-bit values h1; h2; h3 andh4. During this pro
ess, the original hash m0 is 
on
atenated (operator �jj�) with the8 bit values 0x00, 0x01 and 0x02 (C notation for the numbers 0, 1 and 2) to obtain three168 bit values. Ea
h of them is hashed individually using a 160 bit hash fun
tion andthen 
on
atenated. The resulting 480 bit number is trun
ated to 400 bits and yields four100-bit strings. If Quartz used a hash fun
tion with a 512 bit output rather than 160 bit,the pre
omputation step would be obsolete. Su
h fun
tions have been a

epted in theNESSIE proje
t (e.g., algorithm \Whirlpool") and also in NIST (only the algorithm in[18℄). But for the 
omplexity level of 280, it is suÆ
ient to use a 160 bit hash fun
tionand to expand its output to 400 bits as done in the pre
omputation step of Quartz.12



Christopher Wolf and Bart Preneelmessage M - Hash-160 -m0? ? ?m0jj0x00 m0jj0x01 m0jj0x02? ? ?Hash-160 Hash-160 Hash-160? ? ?480 bits400 bits? ? ? ?h1 h2 h3 h4Fig. 5: Pre
omputation in Quartz3.3.2 Feistel-Patarin networkWe will now 
on
entrate on the \Feistel-Patarin network" itself as outlined in Fig. 6.It uses the output of the pre
omputation step as input. We des
ribe the �rst step ofthe network. After initialising the 
ounter i with 0, it \xors" h0 with 0 to obtain theintermediate value y. This is 
ertainly obsolete as h0 \xor" 0 = h0. However, during therun of the algorithm, h1; h2; h3 are \xored" with the output of the previous step, so this\xor" operation is required for symmetry of the four steps. After this initialisation, the100-bit value y is hashed together with a se
ret 80 bit parameter � to obtain the randomvariables r (3 bit) and the vinegar variables z (4 bit). Both are fed into the HFE step toobtain a valid signature of 107 bits. A

ording to [8, Se
. 5.3℄ and as previously notedin Se
t. 2.1.2 of this paper, the probability to obtain a valid signature at one attempt is� 60%. If there is no valid signature, the hash of y jj � is rehashed. This is repeateduntil a valid signature is obtained. The probability that there is no valid signature at allfor a given message M is estimated to be � 2�183 and hen
e negligible [8, Se
. 5.3℄. If avalid 107 bit signature is found, the least signi�
ant 100 bits of x are fed ba
k into thenetwork while the most signi�
ant 7 bits are stored as output g1. The other three stepsare similar but hi is not \xored" with 0 but with the least signi�
ant 100 bits of x. Inthe �nal step, these 100 bits are not fed into the network but yield output ~s. In ea
hstep, it is possible that there is not only one, but up to d = 129 di�erent solutions forthe equation x = HFE(y jj r). The Quartz-spe
i�
ation states that only one is 
hosen,namely the one with the least hash value (bit-wise 
omparison without sign bit).
13
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?L- -60 if i = 1if i > 1hi y - yjj� - Hash-160 - Hash-160 -?r jj z�y jj r? �? ?zHFE�1(y jj r)?x

?if i = 4if i < 4 ?~s xiFig. 6: Central Stru
ture of the Feistel-Patarin network for Quartz3.3.3 Signature Veri�
ationTo verify the validity of a signature, this network is reversed. As the publi
 key 
onsistsof 100 polynomials p1; : : : ; p100 in 107 input variables x1; : : : ; x107, the 7 bit values g1; : : : ; g4are used to obtain 107 bits input for the publi
 key during ea
h run. In addition, as thefour 100 bit values h1; : : : ; h4 are \xored" ea
h time, a signature is only valid if the overalloutput of this s
heme is 0. In this 
ase the signature is a

epted.3.4 Con
lusionsThe Feistel-Patarin network is 
ertainly a rather 
ompli
ated se
urity feature. How-ever, as ea
h signature depends on a 400 bit input (whi
h is obtained from a 160 bit hashvalue), it seemed to be a rather strong signature system. Moreover, as Quartz uses the160-bit hash fun
tion as a kind of 
ryptographi
ally se
ure random number generator,it is deterministi
, so ea
h message has always the same signature (for the same privatekey K). In the original spe
i�
ation of HFE as a signature s
heme it seemed to be ne
es-sary to use \real" randomness to obtain valid signatures. As real randomness often is aproblem (e.g., in a stand-alone server without user intera
tion), this deterministi
 version14



Christopher Wolf and Bart Preneelmakes it possible to use Quartz in more appli
ation domains.As we will see in the atta
k se
tion, Quartz as proposed in [8℄ is no longer 
onsideredto be se
ure. Consequently, it has not been re
ommended by NESSIE [19℄.4 ATTACKSIn this se
tion, we give a brief overview of re
ent atta
ks against HFE. Due to spa
elimitations, we 
an only sket
h the 
orresponding arti
les. For a more detailed but partlyoutdated analysis, we refer to [3℄.4.1 Kipnis-Shamir: Re
over the Private KeyIn [20℄, Kipnis and Shamir show how to re
over the private key of HFE from thesystem of publi
 equations. The key point of this atta
k is to express the private key (i.e.,polynomials over the �nite �eld F) as sparse univariate polynomials over the extension�eld E . In addition, they observe that the spe
ial 
hoi
e of the private polynomial Pin HFE gives rise to a matrix equation with very small rank (e.g., rank 13 for a 100� 100 matrix). In [14, Se
t. 8℄, their atta
k is improved and has now a workload of� nRankP�! = O �nlogq d+O(1)�. In this formula, RankP is the rank of the private polynomialP in matrix form over the extension �eld E , d its degree as a polynomial over E , and! � 2:7 the workload of solving linear equations. The atta
k is only appli
able againstbasi
 HFE, i.e., fails for all its variations. On the other hand, it is the only atta
k knownso far whi
h 
an re
over the private key of HFE.In their paper, Kipnis and Shamir also introdu
e the \reliniarization" te
hnique whi
h
an solve quadrati
 equations with 0:1n2 linearly independent equations in n variables.For the traditional linearization te
hnique, we need at least 0:5n2 many equations. Thiste
hnique has been improved in [21℄.4.2 Faug�ere: Fast Gr�obner BasesIn 2002, Faug�ere reported to have broken the HFE-Challenge I in 96 hours [22℄. Sin
ethen, his atta
ks have been improved and in 2003, Faug�ere and Joux published joint workon the se
urity of HFE [10℄ (
f [23℄ for a more te
hni
al version). In a nutshell, theiratta
k uses a fast algorithm to 
ompute the Gr�obner basis of a system of polynomialequations. By theoreti
al and empiri
al studies they show that basi
 HFE is polynomialfor a �xed degree. The atta
k-
omplexity for di�erent degrees is shown in Table 2Degree d 16 < d � 128 128 < d � 512 512 > dAtta
k (asymptoti
al) O(n8) O(n10) � O(n12)Atta
k (for n = 103) � 254 � 266 � 280Table 2: Atta
k 
omplexity against basi
 HFE for di�erent degrees d15



Christopher Wolf and Bart PreneelFor HFEv, Faug�ere and Joux outline in [10, Se
t. 4.1℄ that the 
ryptanalysis is notmore diÆ
ult in this 
ase. But for HFE-, they get a higher workload. For the originalQuartz-s
heme, they establish a workload of � 262 | exploiting some further propertiesof their atta
k. However, these additional improvements are not within the s
ope of thispaper.Using the estimations of [10, Se
t. 4.1, 5.2{5.4℄ on Quartz, we establish that a degreeof 129 and 7 equations removed (thus, without the modi�
ation HFEv) has an atta
k
omplexity of � 286. The 
orresponding \Quartz-7m"-s
heme is therefore se
ure again.In fa
t, a similar result has been a
hieved 2002 in [24℄ by in
reasing the degree d of theprivate polynomial to 257. However, this estimation was only based on [22℄. In the lightof the arti
le [10℄ it turns out to be ina

urate.4.3 Se
ure Versions of QuartzAt present, we see two possibilities to obtain a se
ure version of the Quartz signaturealgorithm whi
h is able to withstand the atta
k from [10℄. The �rst uses a degree of 513for the publi
 polynomial and keeps the other parameters un
hanged. We 
all this versionQuartz-513d and expe
t an atta
k 
omplexity of � 282. However, due to the very largedegree of the private polynomial, we do not expe
t this version to be of pra
ti
al interest.Therefore, we 
on
entrate on the version already outlined in the previous se
tion:repla
e the 4 vinegar variables by removing 4 equations. The 
orresponding system hasstill the same signature size as Quartz but an estimated atta
k 
omplexity of � 286. Ittherefore meets the NESSIE-requirements of 280 TDES-
omputations.Although these versions (
f Table 3) are se
ure against the re
ent atta
k from Faug�ereand Joux, we argue to be 
autions as they have not been independently studied by otherresear
hers. It is therefore well possible that they 
arry unnoti
ed weaknesses.

16



Christopher Wolf and Bart Preneel5 CONCLUSIONSIn this paper, we outlined the stru
ture of the Hidden Field Equations system (HFE)from Patarin and des
ribed two important variations, namely HFE- and HFEv. Usingthese variations, we des
ribed the original Quartz signature s
heme. In the light of re
entatta
ks, this s
heme 
an no longer be 
onsidered to be se
ure. Therefore, we outlined howthe internal stru
ture of Quartz (i.e., its private key) 
an be 
hanged in order to 
ounterthese atta
ks. In parti
ular, neither the rather short signature size of 128 bits nor thesignature-veri�
ation pro
ess of Quartz is a�e
ted by our proposed 
hanges (
f Table 3).Parameter Quartz Quartz-7m Quartz-513dq = jFj 2�i(t) (degree E ) 103 107 103transformation S F107 ! F107transformation T F103 ! F103 F107 ! F107 F103 ! F103f (equations removed) 3 7 3v (vinegar variables) 4 0 4m (equations) 100n (variables) 107d (degree) 129 129 513Signature Length 128 bitsPrivate Key Size 3 kB 3kB 4kBPubli
 Key Size 71 kBSe
urity Level 262 282 286Table 3: Parameter for di�erent versions of QuartzThis shows that Hidden Field Equations are still an interesting resear
h topi
 whi
hallow ex
eptional short signature sizes. However, before using HFE in pra
ti
e, furtherresear
h is needed to fully understand its se
urity.A
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