
EÆ
ient Cryptanalysis of RSE(2)PKC and RSSE(2)PKCChristopher Wolf, An Braeken, and Bart PreneelfChristopher.Wolf,An.Braeken,Bart.Preneelg�esat.kuleuven.a
.beK.U.Leuven, ESAT-COSICKasteelpark Arenberg 10B-3001 Leuven-Heverlee, Belgiumhttp://www.esat.kuleuven.a
.be/
osi
/Abstra
t. In this paper, we study the new 
lass step-wise Triangular S
hemes (STS) ofpubli
 key 
ryptosystems (PKC) based on multivariate quadrati
 polynomials. In theses
hemes, we have m the number of equations, n the number of variables, L the numberof steps/layers, r the number of equations/variables per step, and q the size of the under-lying �eld. We present two atta
ks on the STS 
lass by exploiting the 
hain of the kernelsof the private key polynomials. The �rst atta
k is an inversion atta
k whi
h 
omputes themessage/signature for given 
iphertext/message in O(mn3Lqr + n2Lrqr), the se
ond is astru
tural atta
k whi
h re
overs an equivalent version of the se
ret key in O(mn3Lqr+mn4)operations. Due to the 
onstru
tion of STS, the legitimate user has a workload of qr forde
rypting/
omputing a signature. Therefore, the value of qr has to be rather small and 
antherefore be thought as being in O(n). Consequently, the atta
ks presented in this paper arepolynomial for all pra
ti
al instan
es of STS. As an appli
ation, we show that two spe
ial in-stan
es of STS, namely RSE(2)PKC and RSSE(2)PKC, re
ently proposed by Kasahara andSakai, are inse
ure. Moreover, we break both 
hallenges proposed by Kasahara and Sakai fortheir RSE(2)PKC-s
heme.1 Introdu
tion1.1 PKC S
hemes Based on Multivariate Quadrati
 EquationsIn the last two de
ades, several publi
 key 
ryptos
hemes (PKC) whi
h use MultivariateQuadrati
 equations (MQ) over a �nite �eld F have been proposed. A typi
al multivariatePKC publi
 key P has the stru
ture S Æ P 0 Æ T . Here, S 2 GLn(F) and T 2 GLm(F)represent two linear transformations over the �nite �eld F. The system P 0 of m 
entralequations in n variables of degree 2 is 
onstru
ted with a trapdoor in order to speedup the de
ryption pro
ess. The se
ret key of the system 
onsists of the triple (S;P 0; T ).Depending on the stru
ture of P 0, these s
hemes 
an be divided into several 
lasses: e.g.,the initial polynomial substitution s
heme from Fell and DiÆe [FD85℄, C� s
hemes [MI88℄,HFE-like s
hemes [Pat96,Cou01℄ or unbalan
ed oil-vinegar s
hemes [KPG99℄. All of themrely on the fa
t that the MQ-problem, i.e., �nding a solution x 2 Fn for a given systemP is 
omputationally diÆ
ult, namely NP-
omplete (
f [GJ79, p. 251℄ and [PG97, App.℄for a detailed proof). Also de
omposing P into T;P 0; S | 
alled the Isomorphism ofPolynomials Problem | is 
onsidered to be a hard problem if S;P 0; T do not have aspe
ial stru
ture [PGC98℄.In this paper, we 
on
entrate on a spe
ial sub-
lass of MQ-s
hemes, namely s
hemeswhi
h have a triangular stru
ture for their 
entral equations P 0 | triangular s
hemesfor short. This idea is due to Shamir [Sha93℄ who developed su
h s
hemes (BirationalPermutations) over large �nite rings. To guard against spe
ial types of atta
ks, he removedsome initial equations. Goubin et al. spe
ialised the approa
h from [Sha93℄ to the 
ase ofsmall �nite �elds, denoted TPM s
hemes (Triangle Plus Minus, [GC00℄). They add toShamir's 
onstru
tion some equations in the last step (\Plus" modi�
ation) and fall in asimilar 
lass as the s
heme des
ribed in this paper (
f Fig. 2).We now 
onsider a further generalisation of the Birational Permutation and TPMfamily. These s
hemes are 
alled STS (step-wise triangular s
hemes), whi
h di�er from



the TPM 
lass by allowing a \step" of more than one variable/equation in the triangularstru
ture (
f Fig. 1 for regular STS). The step-width (number of new variables) and theStep 1 8><>: y01 = p01 (x01; : : : ; x0r)... with x0i 2 Fy0r = p0r (x01; : : : ; x0r)...Step l 8><>: y0(1�1)r+1 = p0(l�1)r+1 (x01; : : : ; x0r; : : : ; x0(l�1)r+1; : : : ; x0lr)...y0lr = p0lr (x01; : : : ; x0r; : : : ; x0(l�1)r+1; : : : ; x0lr)...Step L 8><>: y0(L�1)r+1 = p0(L�1)r+1 (x01; : : : ; x0r; : : : ; x0(l�1)r+1; : : : ; x0lr; : : : ; x0n�r+1; : : : ; xn)...y0Lr = p0Lr (x01; : : : ; x0r; : : : ; x0(l�1)r+1; : : : ; x0lr; : : : ; x0n�r+1; : : : ; xn)Fig. 1. Central Equations p0i in a Regular STS S
hemestep-height (number of new equations) is 
ontrolled by the parameter r. For BirationalPermutations and TPM, the parameter r is �xed to 1. Therefore, they are a spe
ial 
aseof STS (
f Se
t. 1.2). The main part of this paper 
onsists of the des
ription of two veryeÆ
ient atta
ks on STS s
hemes. They break STS in O(mn3Lqr+mn4) and O(mn3Lqr+n2Lrqr) | for m the number of equations, n the number of variables, L the numberof layers, q the size of the ground �eld F, and r the step-width/step-hight. The atta
ksare mainly based on the fa
t that the kernels of the private 
entral polynomials p0i form ades
ending 
hain of subspa
es (
f Se
t. 2.1). As the re
ently proposed s
hemes RSE(2)PKCand RSSE(2)PKC by Kasahara and Sakai belong to the STS family (
f Se
t. 3), boths
hemes are 
overed by these atta
ks and thus highly inse
ure. As an appli
ation of theatta
ks des
ribed in this paper, we broke the 
hallenge for RSE(2)PKC (
f Se
t. 3.2).1.2 Step-wise Triangular SystemsA step-wise triangular s
heme is de�ned over a �nite �eld F with q := jFj elements andprime 
hara
teristi
 
har(F). Over this �eld, we de�ne multivariate quadrati
 polynomialspi(x1; : : : ; xn) := X1�j�k�n
i;j;kxjxk + X1�j�n�i;jxj + �i ; (1)for 1 � i � m and �i; �i;j ; 
i;j;k 2 F (
onstant, linear, and quadrati
 terms). Thesepolynomials form the publi
 key as a system of equations P := (p1; : : : ; pm). The plaintextx 2 Fn is transformed to the 
iphertext y 2 Fm asyi := pi(x1; : : : ; xn) with 1 � i � m :The de
ryption, i.e., the inversion of this mapping, uses a trapdoor (
f Fig. 2). Thistrapdoor 
onsists of two linear transformations S 2 GLn(F), T 2 GLm(F) and 
entralequations as outlined in Fig. 1. The publi
 equations P are 
onstru
ted as a 
ompositionof P := T Æ P 0 Æ S where P 0 has a spe
ial triangular stru
ture (
f Fig. 1). The twolinear transformations may be seen as invertible matri
es, we hen
e have S 2 Fn�n andT 2 Fm�m , respe
tively. In our des
ription, we always use a prime (0) for denoting these
ret 
entral part of the system.



input x?x = (x1; : : : ; xn)?private: S x0?private: P 0 y0?private: Toutput y �
publi
:P = (p1; : : : ; pn)

Fig. 2.MQ-trapdoor (S;P 0; T ) in STSLet r1; : : : ; rL be L integers su
h that r1 + � � �+ rL = n, the number of variables, andm1; : : : ;mL 2 N su
h that m1 + � � � + mL = m, the number of equations. Here L 2 Ndenotes the number of layers or steps in the s
heme, rl represents the number of newvariables (step-width) and ml the number of equations (step-height), both in step l for1 � l � L. In a general step-wise Triangular S
heme (gSTS), the ml private quadrati
polynomials of ea
h layer l, 
ontain only the variables x0k with k �Plj=1 rj, i.e., only thevariables de�ned in all previous steps plus rl new ones. The overall shape of the privatepolynomials leads to the name step-wise Triangular S
heme (STS).When not mentioned otherwise, we 
on
entrate on regular STS s
hemes (rSTS or STSfor short) in this paper. For regular STS s
hemes we set r1 = � � � = rN =m1 = � � � = mL,whi
h we denote by r. Moreover, L = m=r and m = n. Note that the atta
ks we proposeare also valid for the general STS s
hemes (
f Se
t. 4.1). The stru
ture of a regular STShas been outlined in �g. 1 and 2.As we see in Fig. 1, there are exa
tly r new variables in an rSTS for ea
h layer. Thisway one 
an 
ompute an x for a given ve
tor y with qr attempts in ea
h step. But as thelegitimate user has a workload growing exponentially in r, this value has to be small inorder to obtain a s
heme of pra
ti
al interest. The parameter r plays an important rolefor the 
omplexity of our atta
k.In order to de
rypt a given 
iphertext y, we need to invert the following steps: x S!x0 P 0! y0 T! y. While S; T are bije
tions and also easy to invert, this is not so obvious forthe 
entral equations P 0. In parti
ular, these 
entral equations may not form a bije
tion.Adding redundan
y to the original message x or transmitting some additional redundan
y,e.g., in form of its hash-value h := H(x) where H(�) denotes a 
ryptographi
ally se
urehash fun
tion (e.g., see [MvOV96℄), allows to pi
k the 
orre
t message x for a given inputy. For a signature s
heme, we do not need this redundan
y as it is enough to obtain onex 2 Fn su
h that P(x) = y for a given y; in most 
ases, this will be the hash of a longermessage. As this point is not important for our atta
k, we refer to [Pat96,KS04b℄ for abroader dis
ussion of this problem.



Remark: As already pointed out in the introdu
tion, the Birational PermutationS
hemes of Shamir are regular STS s
hemes with r = 1. However, they are not de�nedover a (small) �nite �eld but over a (large) �nite ring. The TPM 
lass of Goubin andCourtois 
oin
ides with STS for the parameters r1 = u, mL = v, m1 = � � � = mL�1 =r2 = � � � = rL = 1, i.e., we remove u 2 N initial layers, add v 2 N polynomials in the laststep, and have exa
tly one new variable at all intermediate levels. As STS, this 
lass isnot de�ned over a ring but over a �eld.Shamir's s
heme was broken shortly after its publi
ation in [CSV93,The95,CSV97℄.The TPM s
heme of Goubin and Courtois has been broken in the paper that proposed it[GC00℄. In fa
t, the aim of their 
onstru
tion was to show that Moh's TTM 
onstru
tion isweak. While we dwell on the basi
 ideas of the above atta
ks, it is ne
essary to extend themas they are not dire
tly appli
able to STS. In parti
ular, Kasahara and Sakai 
on
lude (
f[KS04
, Se
t. 4.3.III℄ and [KS04b, Se
t. 4.1.III℄) that their 
onstru
tions are se
ure againstall known atta
ks | in parti
ular, mentioning [GC00℄. Although this observation is true,we will show in Se
t. 2 that it is possible to generalise these atta
ks in a way that STSand 
onsequently RSE(2)PKC and RSSE(2)PKC are 
overed by them, too.1.3 OrganisationThis paper is organised as follows: after this introdu
tion, we move on to a 
ryptanalysisof regular STS s
hemes, showing both an inversion and a stru
tural atta
k in Se
t. 2.The following se
tion deals with spe
ial instan
es like RSE(2)PKC and RSSE(2)PKC. InSe
t. 4, we generalise STS. This paper 
on
ludes with Se
t. 5.2 CryptanalysisWe now present two di�erent types of atta
ks on STS. In the inversion atta
k (
f Se
t. 2.3),we re
over for given 
iphertext y the 
orresponding message x. In the stru
tural atta
k (
fSe
t. 2.4), we build a linear equivalent version of the private key, denoted ( ~S; ~P 0; ~T ). Using( ~S; ~P 0; ~T ), the atta
ker is in the same position as the legitimate user for de
iphering a givenmessage y or forging a signature on it. For both atta
ks, we �rst need some observationson kernels.2.1 Chain of KernelsLet pi be a publi
 key polynomial. For 
hara
teristi
 6= 2, we 
an uniquely express itshomogeneous quadrati
 parts in a symmetri
 matrix Pi 2 Fn�n . We show this with atoy-example with three variables: 0�
1;1 
1;22 
1;32
1;22 
2;2 
2;32
1;32 
2;32 
3;31A ;where the 
i;j represent the quadrati
 
oeÆ
ients of xixj from the publi
 polynomialsas de�ned in (1). So, instead of evaluating the quadrati
 parts of pi by the ve
tor x, wemay also perform xPixt as matrix-ve
tor multipli
ations (here t denotes transposition).As division by 2 is not de�ned for 
hara
teristi
 2, we use the form Pi := Li + Lti forlower triangular matri
es Li instead to obtain unique symmetri
 matri
es. This way, weloose the quadrati
 
oeÆ
ients 
i;i of the publi
 polynomials. However, in 
hara
teristi
2, these quadrati
 terms are linear and we 
an therefore ignore them. To the knowledge



of the authors, the above observation has been initially reported in [KPG99℄ and is there
redited to Don Coppersmith.The private key polynomials p0i may also be represented in the above matrix form. Fol-lowing the notation outlined in the previous se
tion, we denote the 
orresponding matri
esP 0i . Obviously, the rank of ea
h su
h matrix depends on its layer l. The matri
es P 0i havea rank of rl in ea
h layer l for 1 � l � L and we haveker0l = fa0 2 Fn j a01 = : : : = a0rl = 0gas 
ommon kernels of the matri
es P 0i for (l� 1)r < i � lr. As these kernels are hidden bythe linear transformation S, we also mark them with a prime 0. Moreover, we denote bya0i 2 F for 1 � i � n the 
oeÆ
ients of the ve
tors a0 2 Fn .We now study the e�e
t of the linear transformation S, i.e., the 
hange of variables. Aswe have p̂i := p0i Æ S and x0 = S(x), we obtain P̂i := SP 0iSt in terms of the 
orrespondingmatri
es. As S is invertible, we have Rank(P̂i) = Rank(P 0i ) andkerl = fa0S�1 j a0 2 Fn ^ a01 = : : : = a0rl = 0g (2)for the kernels of P̂i for (l � 1)r < i � lr and an unknown matrix S. Moreover,ker0L � : : : � ker01 and 
onsequently kerL � : : : � ker1 :With the notation T = (�i;j)1�i;j�m, ea
h individual publi
 key matrix Pi 
an beexpressed by Pi = mXj=1 �i;j[SP 0iSt℄ = mXj=1 �i;jP̂i :The problem of �nding the transformation T�1 and thus T has therefore been redu
ed to�nding a linear 
ombination of the publi
 key (in matrix notation) whi
h has a spe
i�
rank. In the following two subse
tions, we des
ribe two algorithms whi
h 
an be used forthis purpose.2.2 Re
overing the Transformation TAtta
king the High-Rank Side. We start with an atta
k on the high-rank side (
f thealgorithm in Fig. 3). The overall idea of this algorithm is to exploit the step-stru
ture ofSTS. To do so, we observe that a 
orre
t random guess of a row-ve
tor in T�1 will lead to a
ondition on the rank of the linear 
ombination of the 
orresponding publi
 key equations| expressed in matrix notation. More formally and also to verify the 
orre
tness of thisalgorithm, we 
onsider the ve
tor spa
esJl := fb0T�1 j b0 2 Fm ^ b0lr+1 = : : : = b0m = 0g for 1 � l � L : (3)Obviously, they form a des
ending 
hain of subspa
es and ea
h of them has dimensionm� lr. Therefore, when pi
king a random element v 2R Jl+1, we have a probability of q�rthat the expression v 2 Jl holds. In addition, we have two eÆ
ient methods (matrixChe
kor polynomialChe
k, respe
tively) to 
he
k whether v 2 Jl or v =2 Jl. First, we 
on
entrateon matrixChe
k:matrixChe
k(P1; : : : ; Pm; v; l) returns true i� Rank( mXi=1 viPi) � lr :



For the sake of the argument, we look at the problem in the T�1-spa
e, i.e., after the lineartransformation T�1 has been applied. Using the notation from (3), we 
onsider ve
tors b0instead of v. Hen
e we haveM := mXi=1 b0iP̂i = rlXi=1 b0i �SP 0iSt� = S rlXi=1 b0iP 0i!St :Observing the step-wise stru
ture of the private key polynomials p0i we 
on
lude that theRank(M) � lr. This yields the result.The expe
ted running time of the algorithm from Fig. 3 is therefore bounded byO(mn3Lqr): by pi
king at most 
mqr ve
tors for ea
h layer (
 being a small 
onstant,e.g., 10), we 
an 
ompute the ve
tor spa
es J1; : : : ; JL with very high probability. Che
k-ing the matrix 
ondition 
osts an additional fa
tor of n3 as we are pro
essing matri
es fromFn�n . In 
omparison, the running time of the other steps of the algorithm are negligible.pro
edure highRankAtta
k(P)Input: P: system of publi
 equationsOutput: ~T : an equivalent 
opy of the transformation TPi  
omputeMatrix(pi); JL  Fmfor l L� 1 downto 1 doJl  f0grepeatv 2R Jl+1if matrixChe
k(P1; : : : ; Pm; v; l) _ polynomialChe
k(p1; : : : ; pm; v; l) then Jl[  fvguntil Dimension(Jl) ?= lr~J  Jl+1 \ Jlfor i 1 to r doRowVe
tor(T̂ ; lr + i)  BasisVe
tor( ~J; i)endforreturn ~T  T̂�1endpro
Fig. 3. High-Rank Algorithm for Computing the Transformation ~T for a Given System of EquationsIn 
hara
teristi
 2 we may apply Di
kson's theorem instead to 
he
k dire
tly for a givenpolynomial if it may be redu
ed to a form with less variables (pro
edure polynomialChe
k).Unfortunately, the proof is a bit lengthy, we therefore refer to [MS91, Se
. 15.2, Thm. 4℄for both the theorem and its proof. An algorithmi
 version of it 
an be found in [CGMT02,Se
. 3.2℄. The time 
omplexity of this algorithm is there estimated to be O(n3). Therefore,the overall 
omplexity of the above algorithm remains the same: O(mn3Lqr).Remark: In both 
ases, we will not be able to re
over the original transformation Tbut the inverse of a linear equivalent 
opy of it, denoted T̂ for the inverse and ~T for thelinear equivalent of T . In fa
t, we will re
over versions of T in whi
h the rows of ~T arelinear 
ombinations of the rows of T within the same layer.Atta
king the Low-Rank Side. Instead of obtaining an equivalent 
opy of the trans-formation T dire
tly, we 
an also exploit the fa
t that the kernels Ki := keri (
f (2)) forma des
ending 
hain | starting with the large kernel ker1. This algorithm (
f Fig. 4) isa little more subtle as it makes use of two di�erent observations. The �rst one is thatthe kernels keri form a des
ending 
hain. Therefore, setting ker0 := Fn , the statementw 2 kerl is true with probability q�r for all w 2R kerl�1 and 1 � l � L. Se
ond, the linear



pro
edure lowRankAtta
k(P)Input: P: system of publi
 equationsOutput: ~T : an equivalent 
opy of the transformation TPi  
omputeMatrix(pi); K0  Fn ; J0  f0gfor l L downto 1 dorepeatw 2R Kl�1Jl  SolutionSpa
e(Pmi=1 vi(wPi) = 0) for an unknown v 2 Fmuntil Dimension(Jl) ?= lr.~J  Jl \ Jl�1for i 1 to r dot̂ BasisVe
tor( ~J; i); RowVe
tor(T̂ ; lr + i)  t̂; P̂(l�1)r+i  Pmj=1 t̂jPjKl  Kernel(Plr)endforreturn ~T  T̂�1endpro
Fig. 4. Low-Rank Algorithm for Computing the Transformation ~T for a Given System of Equationsequation Pmi=1 vi(wPi) = 0 has qlr solutions if and only if the ve
tor w is in the kernelkerl. With ~J := Jl \ Jl�1 where Jl�1 denotes the 
omplement of the ve
tor spa
e Jl�1, weobtain dimension r for ~J whi
h yields r new linearly independent rows of the matrix T�1.The algorithm will therefore terminate with a 
orre
t solution ~T after O(Ln3qr) steps onaverage. Thus it outperforms the algorithm from the previous se
tion by a fa
tor of m.As for the previous algorithm, we will not re
over the original transformation T but anequally useful variant of it.Remark: Spe
ialised versions of the algorithms from �g. 3 and 4 
an be found in[GC00℄ for the 
ase of s
hemes with step-width 1 of the intermediate layers.2.3 Inversion Atta
kIn the previous se
tion, we dis
ussed two di�erent approa
hes to re
over a linear transfor-mation ~T for given publi
 key equations. In this se
tion, we will use ~T and the polynomialsp̂i := ~T�1 Æ pi to solve the problem y = P(x) for a given ve
tor y 2 Fm , i.e., for the MQ-problem. We do so by 
omputing a su

essive aÆne approximation of x, 
f Fig. 5. Thisalgorithm exploits the fa
t that the kernels Ki := keri for 1 � i � L have the formkerl = fa0S�1 j a0 2 Fn ^ a01 = : : : = a0rl = 0g. Setting K0 := Fn we have~Kl = Kl�1 \Kl = fa0S�1 j a0 2 Fn ^ a01 = : : : = a0(l�1)r = a0lr+1 = : : : = a0n = 0gfor 1 � l � L. Using this observation, we 
an \swit
h on" groups of r (hidden) variables x0and therefore manipulate the output of the polynomials p̂i layer by layer. This is possiblealthough we do not know the a
tual value of the se
ret matrix S. As the polynomial systemP̂ inherits the layer stru
ture of the original private polynomial system P 0, the solutionsform a 
hain of aÆne subspa
es x+ <Kl> | where Kl has dimension n� rl in step l.Therefore, we learn r log2 q bits about the ve
tor x for ea
h level of re
ursion.With this inversion atta
k, we are now in a similar position as the legitimate user: atea
h level, we have to try 
qr possible ve
tors and to evaluate r polynomials p̂i | ea
hstep 
osting O(rn2). In 
ase the STS is not a bije
tion, we may need to bran
h | butthis is the same situation as for the legitimate user. The only additional overhead is the
omputation of the 
omplement of ve
tor spa
es and to interse
t them. Both 
an be donein O(n2). Assuming that P is a bije
tion, one appli
ation of this inversion atta
k hastime-
omplexity O(n2Lrqr).



pro
edure inversionAtta
k(P, ~T , K1, . . . , KL, y)Input: P: system of publi
 equations, ~T : linear transformation,K1, . . . , KL: des
ending 
hain of kernels, y: target-valueOutput: X: a set of solutions for the problem y = P(x)pro
edure re
ursivePart(x, l)if l > L then return fxg~K  Kl�1 \Kl; X  ;for w 2 ~K doif (p̂i(x+ w) ?= ~yi : (l� 1)r < i � lr) then X [  re
ursivePart(x+w, l)return Xendpro
p̂i  pi Æ ~T�1 : 1 � i � m~y  y ~T�1; K0  Fnreturn re
ursivePart(0,1)endpro
 Fig. 5. Inversion Atta
k for y = P(x) and Given ~T2.4 Stru
tural Atta
kThe starting point of the stru
tural atta
k (
f Fig. 6) is the same as for the inversion atta
k,namely ker1 � : : : � kerL. As we have 
omputed the transformation ~T in the previousstep, we are able to 
ompute the system of equations P̂, the 
orresponding matri
es P̂land therefore their kernels for ea
h layer l : 1 � l � L. Due to its internal stru
ture, theve
tor spa
e ~K := Kl�1 \Kl 
onsists of exa
tly r row-ve
tors of ~S�1. We re
over them inthe for loop. As soon as we have re
overed ~S, we apply it to the intermediate system ofequations P̂ , yielding ~P', an equivalent 
opy of the private key polynomials.In terms of 
omplexity, the se
ond step of the stru
tural atta
k is dominant: we needto evaluate m polynomials with O(n2) quadrati
 terms ea
h. As ea
h quadrati
 term hastwo variables, this 
osts O(n2) for ea
h term. The overall time 
omplexity is thereforeO(mn4). So depending on the value qr, either the stru
tural or the inversion atta
k has alower asymptoti
 running time as the 
onstants are in the same range.pro
edure stru
turalAtta
k(P̂, K1, . . . , KL)Input: P̂: system of equations; K1, . . . , KL: des
ending 
hain of kernelsOutput: ~S: an equivalent 
opy of the se
ret transformation S~P 0: an equivalent 
opy of the private key polynomialsK0  Fnfor l  1 to L do~K  Kl�1 \KlRowVe
tor(Ŝ, (l� 1)r + i)  BasisVe
tor( ~K; i) : 1 � i � r~S  Ŝ�1~p0i  p̂i Æ ~S�1 : 1 � i � mreturn ~S; ~P 0endpro
 Fig. 6. Stru
tural Atta
k for a Given Sequen
e of Kernels ker1; : : : ; kerL



3 Spe
ial Instan
es of STSIn this se
tion, we show that the two s
hemes RSE(2)PKC [KS04
℄ and RSSE(2)PKC[KS04b℄, re
ently proposed by Kasahara and Sakai, are spe
ial instan
es of STS | andwill therefore fall for the atta
ks dis
ussed in the previous se
tion. In parti
ular, we wereable to break the 
hallenge proposed in [KS04
, Se
t. 6℄ using an inversion atta
k (
fSe
t. 2.3) in both 
ases.3.1 RSSE(2)PKCIn RSSE(2)PKC, the private polynomials p0i have a spe
ial form, namelyp0(l�1)r+i(x0) := �l;i(x0(l�1)r+1; : : : ; x0lr) +  l;i(x01; : : : ; x0(l�1)r) for 1 � l � L and 1 � i � r ;where �l;i and  l;i are random quadrati
 polynomials over F in r and (l � 1)r variables,respe
tively. In both 
ases, the 
onstant part is omitted. To simplify programming, thelinear terms �xi are 
onsidered to be quadrati
 terms �x2i , for all i 2 f1; : : : ; ng. Thismay be done as RSSE(2)PKC is de�ned over GF(2) and we hen
e have x2 = x for all x 2GF(2).We observe that this spe
ial 
onstru
tion of the private key polynomials does not a�e
tour atta
k. In parti
ular, the maximum rank for the 
orresponding matri
es P 0i staysthe same, namely lr for ea
h layer. Unfortunately, for small values of r (in parti
ular,2 � r � 4), there is a high probability that two polynomials �l;i; �l;j for i 6= j have thesame 
oeÆ
ients: for r = 2, there is only one non-linear 
oeÆ
ient, for r = 3, there are only3, and for r = 4, we obtain 6. The 
orresponding probabilities are therefore 2�1; 2�3 and2�6, respe
tively, that the polynomials �l;i; �l;j share the same quadrati
 
oeÆ
ients. Ina linear 
ombination of these two polynomials, the rank of the 
orresponding matrix willtherefore drop by r. This 
hange defeats the lowRank algorithm from Fig. 4 as it only usesthe matrix representation of the publi
 key polynomials pi. That way, it will not only �ndsolutions of the layer l, but also for su
h linear 
ombinations. To atta
k RSSE(2)PKC,it is therefore advisable to use the highRank algorithm from Fig. 3 in 
onne
tion withDi
kson's theorem (
f Se
t. 2.2).3.2 RSE(2)PKCThe system RSE(2)PKC is a spe
ial 
ase of RSSE(2)PKC: the polynomials �l;i are requiredto be step-wise bije
tions, i.e., we have (�l;1; : : : ; �l;r) : Fr2 ! Fr2 is a bije
tion for alll 2 f1; : : : ; Ng. This way, the whole system P be
omes a bije
tion and it is possible tore
over the solution x step by step without any ambiguity. As being a bije
tion is a ratherstrong requirement for a system of multivariate polynomials, the problem des
ribed inthe previous se
tion be
omes more severe as we have far less 
hoi
es for the 
oeÆ
ientsin the quadrati
 terms. Still, using the high-rank rather than the low-rank atta
k shouldover
ome this problem.In [KS04
, Se
t. 3.2℄, the authors suggest r � 10 for their s
heme whi
h leads toqr = 210. Therefore, we expe
t all atta
ks from the previous se
tion to be eÆ
ient againstthese s
hemes.Challenges. In [KS04
, Se
t. 6℄, Kasahara and Sakai propose two 
hallenges with thefollowing parameters: F = GF(2), n = 100 and r = 4; 5. Using a (highly unoptimised)Magma [MAG℄ programme, we were able to break this 
hallenge in a few hours on anAMD Athlon XP 2000+. For our atta
k, we implemented the inversion atta
k against the



low-rank side (
f se
t. 2.2 and 2.3). As pointed out earlier, the atta
k should have beenmore eÆ
ient using an atta
k against the high-rank side in 
ombination with Di
kson'stheorem (
f Se
t. 2.2). In parti
ular, we 
omputed the solution x for the given value y.The two solutions are (in ve
tor-notation, starting with x1 at the left):{ r = 4: (0 0 1 1 0 1 0 0 1 0 0 0 0 1 1 0 0 0 1 1 1 0 0 1 1 0 0 1 0 0 0 1 1 1 0 0 0 1 1 1 1 1 0 0 1 1 1 0 1 00 0 0 0 1 1 0 1 1 0 0 0 1 0 0 1 1 1 1 1 0 0 0 1 1 1 0 0 1 0 1 1 1 1 1 1 0 0 1 0 0 1 1 0 1 0 1 0 0 1),{ r = 5: (1 1 1 0 0 1 1 0 1 0 1 1 1 0 0 0 1 0 0 0 0 1 0 0 1 0 0 0 1 1 0 1 0 1 0 0 1 1 0 0 0 0 1 0 1 0 1 1 0 01 0 1 1 1 0 0 1 0 1 0 1 1 0 1 1 0 1 1 1 0 0 1 0 1 1 1 0 1 1 1 0 1 0 1 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1).These results have been 
on�rmed by Kasahara and Sakai [KS04a℄.Apart from the atta
ks presented in this paper, we also want to point out that thegeneri
 birthday atta
k for signature s
hemes applies against the parameter 
hoi
e q = 2and n = 100. In this 
ase, the workload be
omes onlyO(250). As Kasahara and Sakai do notuse spe
ial 
onstru
tions as, e.g., Feistel-Patarin-Networks [CGP01℄, the generi
 birthdayatta
k applies against RSE(2)PKC, RSSE(2)PKC, and also the hybrid type 
onstru
tionfrom the following se
tion.3.3 Hybrid type 
onstru
tionIn [KS04b, Se
t. 4.2℄, Kasahara and Sakai propose a so-
alled \hybrid type 
onstru
tion"to enhan
e the se
urity of RSSE(2)PKC. To simplify explanation, we restri
t to the 
asewith two bran
hes as this is suÆ
ient to point out its vulnerability to the atta
ks des
ribedin this paper.In this 
ase, the private polynomials p0i are partitioned into two sets: the polynomialsp01; : : : ; p0m=2 are 
onstru
ted as for RSSE(2)PKC (see above). However, the 
onstru
tion ofthe other polynomials now involves a third type of polynomial, denoted �. For L=2 < l � Land 1 � i � r we have:p0lr+i(x0) := �l;i(x0(l�1)r+1; : : : ; x0lr) +  l;i(x01; : : : ; x0(l�1)r) + �lr+i(x01; : : : ; x0(L=2)) :As for �l;i and  l;i, the polynomials �lr+i are quadrati
 polynomials with randomly 
hosen
oeÆ
ients and no 
onstant term �. All of them depend on the �rst L=2 variables only.Therefore, the overall stru
ture of the private polynomials p0i in terms of the rank of theirmatrix representation P 0i does not 
hange and the atta
ks of this paper are still appli
able.4 Extensions of STS and Their Vulnerabilities4.1 General Step-wise Triangular SystemsAs outlined in Se
t. 1.2, regular STS may be generalised by di�erent step-sizes andalso di�erent number of equations in ea
h individual level, denoted r1; : : : ; rL 2 N andm1; : : : ;mL 2 N, respe
tively. Moreover, we may 
onsider these L-tuples as part of theprivate key; only their sums n and m are publi
. However, the internal stru
ture of theprivate key keeps the same, in parti
ular, we still obtain the 
hain of kernels of the privatekey polynomials. The only part of the atta
k we have to be 
areful about are the valuesr1 and mL, i.e., the number of variables in the �rst layer and the number of equations inthe last layer. If the �rst is too large, the atta
k at the low-rank side is no longer e�e
tivewhile a high value of the latter may pre
lude the atta
k from the high-rank side.Using gSTS for a signature s
heme allows us r1 � m1. However, in this 
ase we maynot allow rL � mL as this leads to a highly overdetermined system of equations | whi
h



has only very few solutions on average. The situation is reverse for en
ryption s
hemes.Here, we may have rL � mL but not r1 � m1. As the system has a solution for y = P(x)by 
onstru
tion, a large value of mL does not provide a problem here. Unfortunately, weare not able to �nd it ba
k if the value for r1 and 
onsequently qr1 is too large.Therefore, gSTS will either fall to an atta
k from the high-rank or from the low-rankside. In both 
ases the 
onstru
tion is inse
ure. We want to point out that gSTS is ageneralisation of the Triangular Plus-Minus (TPM) 
onstru
tion. In parti
ular, we relaxthe 
ondition that there is only one new variable and one new equation at ea
h intermediatelevel (
f Se
t. 1.2).4.2 AÆne TransformationsIn an attempt to strengthen gSTS, we investigate the repla
ement of the linear transfor-mations S; T by aÆne ones, i.e., to in
lude additional ve
tors vs 2 Fn and vt 2 Fm .Consider two aÆne transformations S 2 AGLn(F) and T 2 AGLm(F). Then thereexists a unique, invertible matrix MS 2 Fn�n (resp. MT 2 Fm�m) and an unique ve
torvs 2 Fn (resp. vt 2 Fm ) whi
h des
ribes the aÆne transformation S (resp. T ) by S(x) =MSx+ vs where x 2 Fn is an input ve
tor (resp. T (x) =MTx+ vt for x 2 Fm). Moreover,we 
an rewrite the aÆne transformation S as S(x) = (x + vs) Æ (MSx) where x denotesthe output of MSx. In addition, we 
an rewrite the aÆne transformation T as T (x) =(MT x̂) Æ (x+M�1T vt), where x̂ denotes the output of x+M�1T vt. As MT is an invertiblematrix, the matrix M�1T 2 Fm�m exists and is unique. We now express the publi
 key asa 
omposition of the private keyP = T Æ P 0 Æ S= [(MT x̂) Æ (~x+M�1T vt)℄ Æ P 0 Æ [(x+ vs) Æ (MSx)℄where ~x is the output of P 0 Æ [(x0 + vs) Æ (MSx)℄ and x̂ is the output of (~x+M�1T vt) Æ P 0 Æ[(x0 + vs) Æ (MSx)℄. We haveP = (MT x̂) Æ [(~x+M�1T vt) Æ P 0 Æ (x+ vs)℄ Æ (MSx)= (MT x̂) Æ P 00 Æ (MSx)for some system of equations P 00. As both (x + vs) and (~x+M�1T vt) are transformationsof degree 1, they do not 
hange the overall degree of P 00, i.e., as P 0 
onsists of equationsof degree 2 at most, so will P 00. In addition, due to its 
onstru
tion, (MS ;P 00;MT ) formsa private key for the publi
 key P and the layer-stru
ture of STS is not a�e
ted by thesetwo operations.Therefore, we 
an 
on
lude that the use of aÆne instead of linear transformations doesnot enhan
e the overall se
urity of STS. In fa
t, we are able to draw a similar 
on
lusionfor all su
h systems | as long as it is possible to repla
e the equation P 0 by an equationof similar shape. The 
orresponding observation for HFE has been made by Toli [Tol03℄.4.3 Degree larger than 2In [KS04
℄ and [KS04b℄, Kasahara and Sakai generalise their 
onstru
tion to RSE(d)PKCand RSSE(d)PKC where d 2 N denotes the degree of the publi
 polynomials and d �2. In their 
onstru
tion, terms of all degrees 1; : : : ; d appear in the publi
 polynomials,e.g., linear and quadrati
 terms in RSSE(2)PKC and RSE(2)PKC (
f se
t. 3.2 and 3.1).Therefore, we may apply the stru
tural atta
k using the degree 2 terms in RSSE(d)PKC for



d > 2, 
onsequently retrieving the transformations ~S and ~T , and then the 
orrespondingprivate polynomials in the larger degree d. Similar, we may apply the inversion atta
k.This 
onstru
tion is therefore not more se
ure. In addition, it leads to a mu
h largerpubli
 key: the number of terms grows in O(mnd) for d > 2.4.4 Highly Overdetermined S
hemesWhen the s
heme has more equations than variables, i.e., for m > n, we need to adaptthe algorithm LowRankAtta
k (
f Se
tion 2.2). Instead of pi
king one ve
tor in ea
h layer,we need to 
onsider � := �mn � ve
tors v1; : : : ; v� 2 Fn simultaneously. Now we haveto solve the system of equations Pmi=0 vji (wPi) = 0 for j 2 f1; : : : ; �g in order to haveenough information for re
overing the rows of ~T . As for the 
ase m � n, this system oflinear equations has qlr solutions if and only if all ve
tors v1; : : : ; v� are in the kernel kerl.Consequently, the 
omplexity for the LowRankAtta
k in
reases exponentially with � and isequal to O(mn3Lq�r). In pra
ti
e we will have small values for � as highly overdeterminedsystems of quadrati
 equations are easy to solve [CKPS00℄.5 Con
lusionIn this paper, we have generalised the systems TPM, RSE(2)PKC, and RSSE(2)PKC tothe step-wise triangular system (STS). In parti
ular, we allow \steps" whi
h 
ontain morethan one new variable (restri
tion in TPM) and give the private key polynomials p0i more
exibility than in RSE(2)PKC or RSSE(2)PKC.We have presented two di�erent types of atta
ks against the STS s
hemes: an inver-sion atta
k with 
omplexity O(mn3Lqr+n2Lrqr) and a stru
tural atta
k with 
omplexityO(mn3Lqr + mn4). As the value of qr has to be 
hosen rather small to derive a pra
-ti
al s
heme, we 
on
lude that STS is broken for all pra
ti
al values (TPM uses 2 herewhile RSE(2)PKC and RSSE(2)PKC allow 1024 as maximal value). This is a new resultfor the spe
ial 
ases RSE(2)PKC and RSSE(2)PKC whi
h have been 
onsidered to bese
ure against rank-atta
ks by their inventors. In parti
ular, we were able to 
ompute thesolutions for the 
hallenges proposed by Kasahara and Sakai (
f Se
t. 3.2).We have demonstrated that the existing generalisations of STS are either inse
ure orimpra
ti
al. At present, it does not seem likely that there will ever be se
ure versions ofSTS s
hemes. In parti
ular, we see no way of avoiding both the large kernel at one end andthe small kernel at the other end | leave alone the 
hain of kernels | and still obtaininga s
heme whi
h may be used in pra
ti
e for either en
ryption or signing.A
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